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Ung Dung No6i Bat

Hight Light

Tang hiéu suat, giam thai gian chét
vGi co cau chuan doan 16p

PROFINET dwa trén Ethernet céng nghiép. Trong mét sé trirong hop cau tric mang lwéi nay
c6 thé kha phurc tap do sw linh hoat ctia PROFINET.

Céng nghé PROFINET cung cap nhiéu co’ ché chan doan tiéu chuan. Bén canh nhirng chan
dodn ciing da biét, PROFINET cung cép tiéu chuan Ethernet lién quan nhw SNMP (Simple Net-
work Management Protocol) hodc LLDP (Link Layer Discovery Protocol). Nhitng co’ ché nay Ia
cdc tiéu chuan dworc tich hop san trong rat nhiéu thiét bj PROFINET c6 san trén thj trurong.

Doi khi khéng phai Ia dé dang dé mat dén kién tric mang thuong phirc tap va linh hoat cta
mét nha mdy san xuat. Tuy nhién, mét céng cu quan ly mang céng nghiép théng minh hodc
phan mém Ky thuat sé tw déng tao ra hinh anh cuda céc céu tric lién két mang hién tai giup

nhén vién bao tri véi phéan tich I6i.
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Hinh 1: Tén thiét bj y nghia cho viéc nhan dang I16i dé dang.

Pia chi cta thiét bi PROFINET

T4t ca moi thir bat dAu véi dia chi clia mot thiét bj PROFI-
NET IO; lgi thé 16n 1a sy két ndi gitta mét PROFINET-IO
Controller va IO0-Device diéu khién tir xa sé dwoc thanh 1ap
trong mét " Device-Name”.

Thiét bi c6 thé dwoc trang bi tén logic, chang han, vi tri,
sb panel...trong trwéng hop nay tat ca cac tin nhan chuén
doan va sy kién s& bao gbm tén thiét bj va bao tri ca nhan
s& biét noi xay ra 16i. Phan (rng nhanh hon véi moi 16i.

Théng bao chudn doan cho cong cu k§ thuat sé duoc
bién dich, sy chuan doan thiét bj cy thé Ia mét phan cua
file GSD hodc GSDML dwoc nhép vao.

Kien thirc vé cau trac la chia khéa thanh coéng

Hinh anh nhw d3 hoa, md ta cAu tric clia mang véi cac
két ndi vat ly gitra cac thiét bi cling nhw sw sép xép cla
chung. L&i c6 thé dé dang dwoc xac dinh véi sw gitp d&
ctia cac hinh anh, vi du, trong cac nha may dwoc néi mang
véi PROFINET. TAm quan trong cla viéc biét cac cAu truc
lién két ting lén cling v&i sb lwong va sy da dang cltia cac
thiét bi va cAu trdc mang.

Cac cong cu ky thuat hién dai co thé doc lai thong tin tw
hé théng PROFINET IO System va tao mét ban dd hoa
cho hé théng.

Khai niém lam viéc cta phat hién Topology

Mét phuwong phap dang tin cdy da dwoc gidi thiéu voi
tiéu chudn LLDP (Link Layer Discovery Protocol; IEEE
802.1AB) - ciing cho PROFINET - dé tim hiéu thém vé
céc khu vwe lan can. LLDP giup thiét bi phat hién ra théng
tin v& cac thiét bj k& can tryc tiép ciia minh trong mang
lwdi ddu dan va lwu théng tin nay cho mdi thiét bi dac biét
trong viéc quan ly co s& thdng tin (MIB) - RFC 2922; Vat
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Hinh 3: Working concept ctia LLDP (Link Layer Discovery Protocol)

ly Topology MIB. Céng nhan 1&n nhau bang cach st dung
chirc nang LLDP yéu cAu trén toan hé thdng. Tuy nhién,
mot mang lwéi rong 1&n ludn co thé bao gdm cac thiét bi
khéng hé tro chudn nay. Hon nita, ciing c6 sw khac biét
nha san xuét cu thé va mé hinh cu thé trong cac di liéu
dwoc cung cap bai SNMP. Diéu nay cé nghia cac cong cu
cu truc lién két phai st dung nhiéu ngudn khac nhau va
c6 thé bu dép bat ky khodng tréng trong di¥ liéu bang cach
str dung cac thuat toan dac biét. Néu nhirng khoang tréng
qué 16n hay quéa két qua khéng thuyét phuc, nguwdi dung
van c6 thé stra chiva ching.

Nhwng sy cdng nhan cAu trac lién két tw déng ludn ludn
hoat déng khi cac thanh phan mang tiéu chuan héa véi
SNMP yé hé tro PROFINET dwoc st dung.

Chuan doan dwa trén Web cho cac dich vu tir xa

Trong qué khtr d& dwoc yéu cau phai cé mét cong cu ki
thuat va gidy phép ky thuat chi d& doc lai mét sb dir liéu
chan doan co ban t bd didu khién. H6m nay gan nhw 1a
mot tiéu chudn PROFINET- Controller cé mét chan doan
Web thuc hién dé hién thj trang thai cla nha ga trung tam
cling nhw cac hé théng Fieldbus két ndi nhw PROFINET
hodc PROFIBUS. V&i tat ca cac trinh duyét web co thé
két néi v&i PLC va doc lai théng tin ctia nhau. Diéu nay
ciing c6 thé déi véi mot dién thoai théng minh hodc may
tinh bang.
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Increase Productivity; reduce downtime
with best in class diagnostic mechanisms

PROFINET is based on Industrial Ethernet. In some cases this network structures can be
quiet complex due to the flexibility of PROFINET.

PROFINET Technology offers many standard Diagnostic mechanisms. Besides the well
known diagnostics, PROFINET offers related Ethernet standards such as SNMP (Simple Net-
work Management Protocol) or LLDP (Link Layer Discovery Protocol). These mechanisms
are standards which are built-in in a lot of PROFINET Devices available on the market.

Sometimes it is not easy to keep an eye on the often complex and flexible network archi-
tecture of a production plant. But a clever industrial network management tool or Engineer-
ing Software which automatically creates pictures of the current network topology helps

maintenance personnel with error analysis.
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Picture2: Topological Overview of a PROFINET IO Network.
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The addressing of a PROFINET Device

Everything starts with the addressing of a PROFINET IO
Device; the big advantage is that the connection between
a PROFINET-IO Controller and the remote 10-Device will
be established over a “Device-Name”.

The device can already be equipped with a logical name,
i.e. location, panel number etc. in this case all diagnostic
messages and events will include this device name and
the maintenance personal will already know where the fail-
ure occurred. A faster reaction to failures is possible.

The Diagnostic messages for the engineering tool will
be compiled; device specific diagnostic is a part of the im-
ported GSD or GSDML File.

Topology knowledge is the key to success

Such pictures graphically depict the structure of the net-
work with the physical connections between the devices as
well as their arrangement. Errors can be easily localized
with the help of these pictures, for example, in plants that
are networked with PROFINET. The importance of know-
ing the topology increases with the number and variety of
devices and Network structures.

Modern Engineering Tools are able to read back the to-
pological information’s from the PROFINET IO System and
create a topological map of the network.

Working concept of Topology detection

A reliable method was introduced with the LLDP stan-
dard (Link Layer Discovery Protocol; IEEE 802.1AB) — also
for PROFINET - to find out more about the neighborhood.
LLDP helps devices discover information about their im-
mediate neighbors in the network at regular intervals and

Picture4: Web diagnostic to read back status of the Controller
and the connected Fieldbus Systems.

save this information for each device in the special Man-
agement Information Base (MIB) — RFC 2922; Physical
Topology MIB. Mutual recognition using LLDP requires
this function to be used throughout the system. However,
a large network can always include devices that do not
support this standard. What's more, there are also manu-
facturer-specific and model-specific differences in the data
offered by SNMP. This means topology tools must use a
variety of sources and be able to compensate any gaps
in the data by employing special algorithms. If these gaps
are too large or the results too inconclusive, the user can
still correct them.

But automatic topology recognition always works when
standardized network components with SNMP and PROFI-
NET support are used.

Web based Diagnostic for remote services

In the past it was required to have an engineering Tool
and a engineering license just to read back some basic
Diagnostic Data from the Controller. Today it is already
almost a standard the PROFINET-Controller have a Web
Diagnostic implemented to display status of the central
station as well as the connected Fieldbus Systems such
as PROFINET or PROFIBUS. With every Web browser it is
possible to connect to the PLC and read back different in-
formation’s. This can also be possible with a smart-phone
or tablet PC.
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